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This policy lays out the responsibilities of individuals with respect to data management and protection as well as
the procedures that are in place in the event of a data breach.

Winchmore Tutors is registered with the Information Commissioner’s Office under registration number ZA09120.
Definition of a Personal Data Breach

A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data.

Examples include:

e Sending personal information to the wrong recipient
Loss or theft of paper records

Loss or theft of devices containing personal data
Compromised email accounts

Ransomware or malware attacks

Unauthorised access to systems or files

Accidental publication of personal information

Legal and Regulatory Framework
This policy supports compliance with:

e UKGDPR

e Data Protection Act 2018

e Privacy and Electronic Communications Regulations (PECR)
e Computer Misuse Act 1990

e Information Commissioner’s Office (ICO) guidance

Winchmore Tutors is committed to protecting the personal data of pupils, parents, tutors, employees and other
stakeholders through appropriate technical and organisational measures.

Responsibilities

Information Users

All employees, tutors, contractors and agency workers are responsible for:

Protecting personal data

Reporting actual or suspected breaches immediately

Assisting investigations

Following company data protection and cyber security policies
e Completing data protection training where required

Incident Management Staff

WT staff with specific responsibilities for receiving data breach and protection incident reports and for initiating
investigations are:
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e The Data Protection Officer
e The IT Manager

Data Protection Officer (DPO)

The DPO is solely responsible for deciding whether a report should be made to the Information Commissioners
Office (ICO), whether other parties should be informed and for communication of the relevant information as
required.

The DPO will maintain a record of all data incidents involving personal data irrespective of whether or not the
incident is reported to the ICO as a data breach.

Where a personal data breach is likely to result in a risk to the rights and freedoms of individuals, the Data
Protection Officer will report the breach to the Information Commissioner's Office (ICO) without undue delay
and, where feasible, within 72 hours of becoming aware of the breach.

Where a personal data breach is likely to result in a high risk to the rights and freedoms of individuals, affected
individuals will be informed without undue delay unless an exemption applies under UK GDPR.

Breach Management

Data Protection Incidents must be reported immediately and notified by following the reporting guidance set
out in this procedure:

e Incidents must be reported by sending an email to rdc@winchmoretutors.com

e The report should include full and accurate details of the incident including who is reporting it and what
kind of data is involved.

e Once a data protection incident has been reported, an initial assessment will be made by the DPO to
establish the veracity of the report and severity of the incident.

If the Data Protection Incident has any IT security elements — for example, a user account was compromised as
part of a phishing campaign — the WT IT Manager must also be alerted.

Breach management has four critical elements:

e Containment and recovery — The goal is to limit any damage as far as possible

e Assess the ongoing risks — The assessment will help to guide decisions on which remedial actions have
to be taken as well as who will have to be notified

e Notifying the appropriate people/organisations — This would only be done after an assessment has
taken place and only by appointed staff

e Evaluation — Both of the incident at hand, the handling thereof, and whether mitigating steps can be
taken to avoid a future occurrence of the same type of incident.

Activities and points for consideration by the responsible investigator when dealing with these four elements
should be logged in an “Incident Checklist”. An activity log be created to record the timeline of the incident
management.
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If a third-party organisation’s data is affected, the department holding said data has to alert and consult the
DPO and make sure that terms of use as part of the relevant contracts are adhered to.

Examples of reportable incidents include:

e Phishing attacks

e Ransomware attacks

e Malware infections

e Email compromise

e Unauthorised access to cloud services
e Lost or stolen devices

e Accidental disclosure of personal data

Incident Review

The DPO will review incidents regularly, including whether the procedure was adhered to, to address possible
reoccurrences of incidents and to address any new risks that were highlighted as part of the investigation.

The reviewing process will allow identifying necessary adjustments to the breach management procedure, to
existing policies or the need for new policies.

Where deemed necessary, the DPO will make the required disclosure to the Information Commissioner’s Office.
Data Classification

All reported incidents have to include the relevant data classifications so that the associated risks can be
accurately assessed:

e Public Data — Information which is either intended for public use or which could be made public without
any adverse impact on WT

¢ Internal Data — Information which is related to the day-to-day activities of WT. It is mainly intended for
use by staff and students, although some data might be helpful to third parties working with WT

e Confidential Data — Information which is related to the more sensitive nature of procedures and
processes of WT which represent the essential intellectual capital and knowledge. Access to this kind of
information should only be granted to those people who need to know in order to fulfil the role within
WT.

e Special Category Personal Data and Highly Confidential Information — Information that, would cause
significant damage to WT’s business activities or reputation, if it should be released. In the case of
personal data would lead to a breach of the Data Protection Act 2018. Access to this kind of information
should be highly restricted to staff which has the need and right to access and/or modify this specific set
of data

Examples include:

¢ Health information

¢ Safeguarding records
¢ SEND information

¢ DBS information

¢ Financial information
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¢ |dentification documents
Third-Party Data Processors

Where personal data is processed on behalf of Winchmore Tutors by a third party, the third party must notify
Winchmore Tutors immediately of any actual or suspected personal data breach in accordance with
contractual obligations and applicable legislation.

Issue Date: July 2026 - Review Date: July 2027
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Craig Varney : Winchmore Tutors - Director
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